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TEXHonorHH 
6	 6e30naCHOCTb BMHpe loT 

Kapen Kpoynu, Potiepm Anopec 
Bcrarse paccaorpeau sonpocu 06ec ne 4e H ~~ 6 e 30 n aC H O CT ~
 

11 I l p Om B OAe ~ C T B ~ ~ K ~6e py rp0 3a M Bcersx l oT BCBeTe 6ypHOro
 
~ 6ecKoHTponbHoro pa 3B ~T ~ ~ V1 HTepHeTa B e LUe~ . n p ~ B OA~TC~
 

OCH OB Hble Tpe60 Ba H ~ ~ Ko pra H ~3 all ~~ 6e30nacHbix C~CTe M l oT, a TaK>Ke
 
n poAeMoH c Tp ~poBa H KOM n n eKC H bl~ nOAXOA K p e weH~ 1O np06neMbi
 
Ha np~Mepe KO H lIe n ll ~ ~ K OMnaH ~ ~ Eurotech.
 

-

r*­I• 
14	 nporpaMMHO-TeXHM'leCKMii 

KOMnneKC aa eaae 
cepoepoo AdvantiX 
H nnaTltJopMbl MasterSCADA 
Anopeii n OaJleCl/ blli , H i' OP b Atponu« 

Bcrar se 060CHoBb1B ae T c~
 

H e0 6 xoA~M OCTb p a 3pa 6 0TK~ HOBbl X
 
npo rpaMMH o-TexH~4ec K~x KOMnneKCOB
 
An ~ pblHKa n po M bl w neHHo~ aBTOMaT~ 3all~~ .
 

Onucauo HOBoe ~M no pT03aM e LUa lOLU e e
 

peureune. paapatioraunoe KOM na H ~ ~ M ~
 

«V1 HCAT» ~ «AABaHmKo>.
 

BCTPAHSAEAfblE CHCTEAfbl 
18	 FPGA - rapauraa ltJyHK....OHanbHoH 6e30naCHOCT.. 

M Oli KJI Xenue 

Bcrarse paco-arpaeaerca sonpor o6ecne4eH ~ ~ dJYH K lI ~o HanbH O ~ 

6e30nacHocm acrpaaaaeau x C~C Te M AM K p~ T~ 4eCK~ BaJt< HbIXnp~nO>Ke H ~ ~ . 

Onaca« nonxon KOr·tnaHI1 I1 MEN Cnp~Me H eH ~eM MaTpl1 l1FPGA, I1Me IOLU~ ~ P~A 

H eoc n op ~ M bl X 

22	 "Defense in Depth" 0 ~eHCTo"" . YpoBeHb 4: 
3a~HTa npOMblwneHHblX 
npor cxnnoe. "IacTb 1 
Cepeeu Bopotisee 
Aa H H bl~ MaTep~ an cn yJt<~T n p OAo n >KeH~ eM
 

lI ~Kna C TaTe ~ , nocB~ LUeH H blx
 

M H o rOY P o B H e B o ~ 3aLU ~ Te npOM blwneHH blX
 
I thernet-ceref Ha6a3€ upuauana
 
" Defense i n Dept h". Bcran-e paccsorpes
 
P ~A 6a30Bbix yn 3 B ~ M oCTe l1 npO I~bIW II C H llbIX
 

nporononos Modbus TCP 11 OPCClassic,
 
a TaKJt<e MeTOAbl 3 aLU~Tbl , OCH OBaHHble
 
ua rny60 K o ~ ~HCneK I \ llI l Tpaep ~ Ka.
 

FASTWEL I/O 0 pacnpeueneuusu 
CHcTeMaxynpaoneH"R 
BIIKmop TTaJl bi' 06 

r: 
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AnnAPATHblE P CTSA 
32 B3pbIB03a~H~eHHbIHnnaauier Getac Exao 

no~ ynpaoneHHeM Windows 10 
Ilstumpuir Katia-uunc 
Bcrar se p a CCK a3b1Bae T C ~ 0 H O B e~weM nonHOCT blO 3aLU~LU eHH oM 

nnaauier e EX80 KO M n a H ~ ~ Getac K OTO P b l ~ npeAHa3Ha4eH 
An ~ ~ c n o n b 3 0 B a H ~ ~ BOB3pblBoo naC HbiX 30Hax. n p ~ BOA ~TC ~ nOAP06 H bl ~ 
0630P ero TeXH~ 4eC K ~ X xapaxrepacnoc p aCCMaTp ~ B aIOTC~ axceccyapu 
~ B0 3M O>KH OCT ~ n p ~MeHeH~ ~ . 

Bcrarse pacc-iarpaaao rca crpyxrypa 
~ epY HKlI ~~ pacnpeneneaaoa
 
~ Hep OpM a ll ~ oH ao-vnpaBn~ IO LUe~
 

C~ C Te Mbl ra 30pacnpeAen~ TenbHo ~
 

C Ta H lI~~ Ha OCHOBexouroonnepa
 
FASTWEL I/ O. O n ~ ca Hb l npe ~ ;" YLUe cTBa
 

pacnpenenesuux C ~CTeM nepen
 
uesr pan~3 0Ba HHb'" ~ .
 

Orxpsrrue craunapru uecyr Maccy su ron
 
B pa3n~4H b l x 0611 aCT~ x aBTOMaTI13all l1 l1 .
 
Oc060 3aMeTHbi O H ~ , «orna pe4b I1 AeT
 
o npOeKTl1pOaaHl111 HaAeJt< HbIX
 
~ 6e30naCHbiX CI1CTeM, B 4 aCTHO CT~ ,
 

aBTOMam K~ AM nOAB~ Jt<H b i x COCTaB OB
 
~ n YTe ~ c o0 6 LUe H ~ ~ Jt< ene3HblXaopor.
 
Ha np~M epe MOAYnbH O ~ nnaTepopMbl
 
menTCS Bcran.e pacckasaao
 
o npel1 MYLUeCTBax nOAxO Aa
 
K K OHCTpy ~ po Ba H I1IO CI1CTeM
 
An ~ Jt< ene3HOAOpO>KHOro rpascnopra
 
aa OCH OBe npcneaparensao
 
c e pmep~lI ~p OBa HHb I X CTaHAapTHblX6J1 0KOB.
 

• 
OTKpbITaR C"CTeMHaR apX"TeKTypa 
~nR ynpaoneH"R noe3~aM" 

npell MYLUe CT B nepen T paA ~ lI ~O H H bI M~ pe w eH ~~ M ~ . 
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AnnaparHo-nporpaMMHblii KOMnl1eKC XOPK.Mereo-3<Jl 
AJlR acnsrrarensaer» KI1HM3rH'leCKOrO creuna 
Anexceu 5YPXO H08 

B crarse npHBOIlHTCRonHCd HHe 
tu noaoro nOC TpoeHHRHcnblTaTenbH oro 
KJ1H M a nl ~ ecK oro oOopYAoBa HHR. 
paCC MaTpHBalOTCR ocooeHHO CT H 
KJ1 H" a Hl ~e l K U X KaMep AnRMOAenHpOBaHH R 
B 0 3 Ae ~C T B H R nOBblweHHO'\ TeMn epaT ypbl 
p a oo ~ e ~ cpeAbl H nOB blweH HO~ 

OTHO m eJl b H O ~ BJlall<H OCTH. OnHCblBaeTCR 
K n H M a TH~e C K oe oOopYAoBaHHe aa oa3e 
«ourponnepos nHHe~ K H FASTWEL I/o. 
np A H J J H a ~ e H H o e IlnRnpOB ell cHHR 
U n bl T a H H ~ OblTOB blXxonOIl HnbHblX 
npnoopoa Ha COOTBeTCTBue crasnapra» 
3Hepro3¢¢eKTuBH OCT H. 

54	 AU Optronics: reXH0l10rHH I1HAepOB 
Anesceu Iletiettee 

Bcrarse paCCKa 3aHO0 IlHC n ne~ H bIX peuieuasx KOMnaHHHAU Optronics. 
pacxpsrru HeKoTopble rexaonoruveoor e ocooeuuccr» MOllellbHoro pnna, 
Cllell aH0030P npHMeH e HH~ }f{K-IlHCnneeB. Onacaua Ta Kll<e lleRTenbHOCTb 
AUOptro nics B«pepe «seneuca» 3HeprHH. 
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80	 Peal1H3aUHR TCP- H UDP-coKeroB 
aa KOHrpOl1l1epe FASTWEl CPM723-01 
B cpene paapatinrxa CODESYS V3 
H UHD KY 3MllifIO 

B crar se paCCKa3aHO 0 npo rpaMMHo ~
 

peallH3aLjHH TCP- H UDP-coKeToB Ha
 
oa3e xoarpcnnepa FASTWEL CPM723 -01 ,

Bcpene pa3paooTK H COD ESYS V3.
 ..-..­,,-........
 
TCp· HUDP-COKeTbl n03BOllRIOT
 
OO MeHHBaTbC RA aHH bl ~'H /·,elllAY
 
YCTpo~CTB aMu , Hcnollb3yRCTeK
 
npOTOK OIlOBTCPl I P. Pa ccM arpHBalOTcR
 . .
ocofieuuocr« nOTOKO BblX ... 
H AaTarpaMMHblx COKeTO B. a raxxe -

HX nporpaMMH aR opraHu3aLjHR ua
 
KO HTponnepe CPM723-01 Cnonoutso
 
c H CT e M Ho~ ouonuoTeK HSysSockets.
 

92	 Oco6eHHocrl1 I1CTO'lHI1KOB 
nl1raHI1R 11 nporpaMMl1pyeMblx 
Harpy30K AI1R npOMblWl1eHHOCrl1 
11 Hay'lHbiX I1CCI1eAOB3HI1ii 
IOpuu llJupOK06 

Bcrarse npHBeAeH0030P
 
nporpaM MH pyeMblx H CTO~HH K OB nHTaHHR
 
'I 31leKTpO HHbiX aarpyr o«. Ha npHMepe
 
H 3AeIlH ~ KOMnaH HH EA Elektro-Automati k
 
onacauu xapaKTepHCTHKH
 

( 3THXnpHoopOB, n p eAH a 3 H a~ e H H blX 

AIlRnporpecorcaa nsaoro Hcnollb30Ba HHR, 
a TaKll<e c¢epbl 'IX npOM blwlleHHoro 
npHMeHeH HR . 

70 33'leM Hy>KHbl npOMblWl1eHHble craanaprsr? 
Cepeeit COJlODm06 

KaKnposepars. ~T O BCnOll< HYIO npOMblwneHHylO cHcTeMy 
He yCTa HoBHnH H e Ka~ eCT Be H H YIO lle Tanb? KaK He 1l0nyCTUTb npUMeHeHUR 
HeCOOTBeTCTBYIO ll\erOorpacneeu» Tp eOOBaHHRM oGopYIlOBa HuR? 
KaK rapasrapoaan. COB~,eCTHMOCT b TeXHUK Upan- ux nOCTaBll\UKOB' 
Ha nOlloGHble aonpocu MOll<HO llaTb OIl UHOTBeT: Tpe GY~Te coorBeT CTB HR 
crasaapra». 3ayeMOHU. KTO UXpaapafiaru aaer UKaK KOHTponHpyeTcR 
HX BbIn OIlHeHHe, paccuaraa o B llaHHO ~ crar se. 
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Panura co SCADA-cHcreMoii GENESIS64: 
npocro 0 CI10>KHOM 
OJlbeD Bnacens o 

OAHO H3 Ka ~eCTB xopouren SCADA-cHcTeMbl - rHoKoCTb. PaccMaTpHBaeMble 
Bcrarse aonpocu Har11HAH OnOKa3b1Ba1OT, ~ TO GENESIS64 B n O IlH o~ Mepe 
oonanaer 3THMKa~ eC TBO M. BblBecTH HYll< Hb l~ OHT H3 rera. uacrpoars 
¢o pMaTbl OTOOpall<e HUR AaTbl H Bpe Me HH, C0 311dTb acnnuaao uiee OK HO 
HMHoroe apyroe MOll<H OoyKBallb HoAByMR U \ ell ~ K a M H MbIWH . 
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OCHOBbl crpYKTYPHO -!tJYHKUHOHal1bHoii opraHH3aUHH 
actpoeuuerx H 3BrOHOMHbiX He'lerKHX CHcreM ynpaBl1eHHR 
MeKCWIOp KAe6lJ,06, j]DlIIIJla 311.HOeJlIlO 

BnpOAOnll<eHH e TeMbI «npHMeHeHHe 
H e~ e T K oro ynpasneuas Baanasax 
OnTH MH3a UHH nOTpe Gn eH HR 
3neKTpo3HepruH» Bcrarse paccsorpesu 
OC HOBbl CTp y K T Y PH O -¢YHK UH OHallbH o~ 

opraHH3aUHH ecrpoesuux 'I aBTOHOMHblX 
HeyeTKHXCHCTeM ynpaBneHHR 
Te X HOllo rH~eCK H M OOopYAo BaHHeM. 
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